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Is it possible to prevent fraudulent 
behaviour before it occurs? At Sun Life, we 
continue to build our capabilities in order 
to get closer to this concept. By taking  
a proactive approach, we have created  
a fast-moving system that aims to identify 
facilities and service providers involved  
in suspected fraudulent behaviour. 

A group unique to the industry, Sun Life’s  
Provider Validation team is a team  
of investigative analysts that focus on 
examining new facilities and providers  
for the purpose of preventing fraud  
and plan abuse before it costs our Clients 
significant amounts in false claims.

When a paramedical service provider  
is identified for the first time in a claim  
submission, the team does a deep dive 
to background check the provider. This 
review involves a number of investigative  
steps to help create a risk profile 
that ultimately determines whether 
a full investigation is required. Most 
importantly, they use our network 
analysis capabilities to run this new 
data through our tools so we have 
linking connections with other providers, 
addresses, phone numbers, plan 
members and more. 

The result is twofold – first, we are able 
to delist facilities and/or service providers 
that demonstrate a history of suspected 
fraud, or connection to others that 
commit fraud. It also means that we can 
prevent potentially thousands of dollars 
of false claims from being submitted, 
resulting in direct savings for our Clients’ 
benefits plans. 

Through the development of efficient 
search processes and automation,  
the team is able to move forward with 

warranted delist recommendations faster 
than ever before. Speed of intervention 
has a direct positive correlation with plan 
savings. Years ago, most investigations  
of service providers were initiated as  
a result of suspicious claiming patterns 
and behaviours that could take place 
over many months, and by extension, 
many paid claims. We have continued to 
improve our speed of intervention over 
the years through ongoing innovation. 
Additionally, the new Provider Validation 
team has taken us to  
a level that allows us  
to sometimes delist  
a suspected fraudulent 
provider as early as 
when the first claim  
is made! 

The need for effective 
and innovative fraud 
prevention strategies  
in group benefits is  
a reality that Sun Life  
recognizes and 
continues to focus 
on for today and the 
future. To date, Sun Life  
has delisted more 
suspicious service 
providers, facilities 
and clinics than its 
competitors. This has 
resulted in significant 
financial savings for our plan sponsors, 
and by extension, our plan members. 
With the Provider Validation team 
conducting proactive due-diligence,  
Sun Life is preventing fraud earlier 
and at a faster pace, which is helping 
to maintain the integrity of our group 
benefits plans.

PREVENTING FRAUD AT A FASTER PACE 

The measures 
Sun Life is taking 
for a faster 
approach to 
stopping fraud 

What is delisting? 
To better protect 
benefits plans,  

Sun Life 
sometimes finds 
it necessary to 
disallow certain 

health care service 
providers, clinics, 
facilities, medical 

or dental suppliers 
from claims 

processing and 
reimbursement.



Early risk identification strategies have 
allowed the Fraud Risk Management 
(FRM) team to intervene on suspected 
group benefits fraud more quickly. 
Sometimes schemes are stopped before  
a single claim is paid. In the past few 
years, Sun Life has been taking this 
approach through a number of measures, 
including using network analysis to 
improve our detective control abilities.

In 2016, the FRM team identified a ring 
of four facilities involved in a suspected 
large collusion scheme, all owned by the 
same individual. After a comprehensive 
investigation, Sun Life was able to delist  
each of the facilities, as well as a linked 
provider. As a result, services for the 
provider and the facilities were no  
longer eligible for claim submission.  
The anticipated annual savings  
for our plan sponsors from these 
delistings was $300,000. 

In 2018, Sun Life’s Provider Validation 
team identified a suspicious facility while 
conducting a new facility review. While 
there had not yet been a claim paid to 
this facility by Sun Life, the facility was 
added to our provider database through 
a request from a third party benefits 

manager. The review identified that  
the owner of this facility was associated 
with the four previously delisted facilities. 
A delist recommendation was drafted 
immediately and approved through 
Senior Management, making the facility 
ineligible for claim submission. As a  
result of this delisting, Sun Life likely 
prevented a continuation of a previous 
collusion scheme before any more plan 
sponsor benefits plans were impacted  
by false claims.

Without the development of Sun Life’s 
network analysis capabilities, this rapid 
speed of intervention was not possible 
– the FRM team would have intervened 
based on the emerging evidence of 
abnormal claiming behaviour or high 
claim paid amounts. Now, Sun Life is able 
to protect the integrity of our Client’s 
benefits plans by making connections 
between suspected fraudulent and 
abusive entities and new facilities and 
providers attempting to take advantage 
of our industry. We will continue to 
get faster and more effective as our 
technology and our internal capabilities 
continue to evolve and mature – all in 
order to protect our Clients.

A leading edge perspective
GROUP BENEFITS FRAUD:

This Bright Paper covers the increasing sophistication 
of the threats that plans face today, explores  
Sun Life’s intelligence-led anti-fraud approach  
and the skilled fraud team who work hard to reduce 
risk every day. 

Visit sunlife.ca/brightpapers to read this  
Bright Paper online.

Life’s brighter under the sun

GROUP BENEFITS FRAUD:  
A LEADING EDGE PERSPECTIVE

CASE STUDY: 

Using data and 
analysis to 
help identify 
group benefits 
fraud early 



WE SEE WHAT’S 
BEHIND THE RECEIPT

RECEIPT
[Insurance carrier copy]

Thank you for shopping with us!

Total cost
Benefits Fraud

Designer shoes

ABC Orthotics
Footwear

Sun Life has the technology and intelligence to expose 
what could be going on behind the receipt.  
Find out more at sunlife.ca/fraudmanagement #fraudsmart

Life’s brighter under the sun

3 tips 
TO HELP PREVENT FRAUD 

BEFORE IT HAPPENS 

TIP 3
Report suspicious          
behaviour or suspected 
fraud to clues@sunlife.com 
or 1-888-224-8110

TIP 2
Submit claims digitally 

through mysunlife.ca or the 
my Sun Life Mobile app

TIP 1
Choose providers that have 
been rated by Canadians 
through the my Sun Life 
Mobile app 



Get #fraudsmart!

Employee group benefits  
fraud is a

serious crime.

Find out how to
protect yourself

and your benefits plan at 
sunlife.ca/fraudmanagement
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